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Abstract—The Internet of Things (IoT) aims to address important challenges in our environment, industries, cities, homes
and society by collecting, integrating and analysing data from
potentially millions of sensors and other internet-connected
devices. In this paper we propose a novel IoT-based solution
that provides real-time detection of hydrocarbon pollution that
can be generated by retail fuel outlets (which are also referred to
as service or filling stations). Our solution includes a low-cost but
highly accurate fibre optic sensor that can detect hydrocarbons in
ground water and can be easily deployed in existing monitoring
wells. These hydrocarbon sensors are a key part of an IoT sensor
data collection and analysis platform that utilises commercially
available sensor nodes to communicate via low power networks
(e.g. LORA) to collect and analyse hydrocarbon pollution data in
the cloud. This novel IoT platform that combines hydrocarbon
sensing with cloud-based data analysis to produce continuously
updated hydrocarbon pollution maps and alerts can detect and
report hydrocarbon pollution in real-time. The platform could
potentially collect hydrocarbon pollution levels from millions of
such sensors deployed in thousands of service stations around
the world and automatically analyse such data in the cloud to
produce continuously and instantaneously updated hydrocarbon
pollution maps and related alerts for individual service stations,
corporate chains and environmental monitoring agencies.
Index Terms—Hydrocarbon Sensing, Internet of Things, Pollution Monitoring, Smart Cities

I. I NTRODUCTION
The invention of the internal combustion engine in the
second half of the nineteenth century revolutionised transportation across the globe but at the same time created an array
of hydrocarbon pollution challenges that we are struggling
to detect and mitigate even today. Hydrocarbon pollution is
caused by fuel spills that occur during the pumping, storage
and transportation of fuel and introduce hydrocarbon contaminants into the ground water. The most widespread form of
hydrocarbon pollution occurs at retail fuel outlets (i.e. service
stations) and is caused by fuel storage tanks leaking fuel
underground. The current solution for detecting fuel leaks
from storage tanks and other hydrocarbon sources in retail fuel
outlets is to build ground water monitoring wells, as shown
in Fig. 1. There are typically four monitoring wells around
each underground tank, and a medium size retail fuel outlet
with six tanks (four refuelling bays) will have at least 24 such
monitoring wells.
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Further to the large number of monitoring wells that need
to be monitored in each retail fuel outlet, there are hundreds
of thousands of retail fuel outlets around the world. Existing
hydrocarbon sensors cost tens of thousands of dollars and
monitoring solutions based on such sensors are too expensive
to deploy. On the other hand, hydrocarbon pollution can
cause serious heath problems if it is not detected early and
it is very expensive to clean up. For example, in Australia
there are more than 6300 service stations providing fuel and
other hydrocarbon products to customers [1]. According to
an Australian State Auditor-General report, in 2011 more
than 770 service stations in New South Wales were actually
or potentially contaminated. More recently, high levels of
the cancer-causing agent benzine that leaked from a service
station was detected underneath a waterfront park and elevated
concentrations of a toxic chemical mix was recorded inside
a home near this service station [2]. Other nearby houses
and also the Sydney Water Reservoir site could potentially
be impacted by such hydrocarbon contamination [2].
The current solution for monitoring service-station-induced
hydrocarbon pollution at a reasonable cost is to perform
inspections of water samples that are manually collected from
monitoring wells a few times each year. This involves sending
inspectors to each service station to collect water from all of
the monitoring wells at each such site and checking them for
hydrocarbon pollution. In addition to being expensive, manual
inspections are error prone and their low frequency may results
in missing micro spills and related incidents that slowly build
up contamination.
In this paper we address all of these issues by introducing an Internet of Things (IoT)-based solution for real-time
hydrocarbon sensing consisting of:
• A novel hydrocarbon sensor that is very low cost, can
accurately detect hydrocarbons in water, and can recover
for detecting multiple pollution incidents.
• An IoT platform that can automatically compute hydrocarbon pollution levels from millions of such sensors and instantaneously produce continuously updated
hydrocarbon pollution maps and related alerts for individual service stations, corporate chains, and geographic
regions. The platform provides sufficient scalability for
ingesting data from potentially thousands of hydrocarbon
sensors installed across any number of service stations,
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low-power wireless networking infrastructure that can
transport sensor data over a few kilometres, functionality
for storing the sensor data and sensor meta-data (such as
sensor identification, location and site-specific information) in a commercial or an alternative private cloud data
centre, and software interfaces to support third party data
analysis, visualisation and alerting tools.
In addition to achieving 24×7 hydrocarbon pollution monitoring, the cost of introducing and maintaining this IoT-based
hydrocarbon solution will be no more than the cost of manual
inspections.

A. Hydrocarbon Sensor Structure
The proof-of-concept hydrocarbon sensor used in this paper
is designed and developed to detect hydrocarbon contamination inside the ground water monitoring wells in smart retail
fuel outlets.
The sensing component of the sensor is a single mode
optical fibre bound to a silicone polymer-coated rod by helical
wrapping with a Kevlar® [4] thread as shown in Fig. 3. The
silicone material used in this paper is Silastic® E RTV Silicone
Rubber [5] described in Table I.

Fig. 3. Sensor components.

Fig. 1. A typical ground water monitoring well.

TABLE I
S ILICONE P OLYMER
Commercial Name
Colour
Elongation
Hardness
Key Specifications
Mixing Ratio
Tensile Strength
Pot Life
Curing Time
Trademark Owner

Fig. 2. Hydrocarbon sensing IoT architecture.

II. I OT-BASED H YDROCARBON S ENSING P LATFORM
In this section the components and functionality of the
HydroCarbon Sensing IoT (HCS IoT) will be described.
The main components of the developed HCS IoT includes 1)
IoT hydrocarbon sensor, 2) IoT sensor node , 3) IoT gateway,
4) communication network, 5) cloud data processing engine
and storage, 5) alert engine and dashboard, and finally 6) an
application programming interface to access the data collected
in real-time, as shown in Fig. 2.
Individual IoT hydrocarbon sensors and IoT sensor nodes
are placed into each ground water monitoring well [Fig. 1] and
are responsible for detecting the hydrocarbon and sending the
data to the Internet using the IoT gateway. The communication
network used in this paper is a combination of Lora and WiFi
networks. The cloud data processing engine and dashboard are
implemented over the Amazon EC2 service [3].

Silastic®
White
350%
35A
FDA 21 CFR 177.2600
10:1 by weight
800 psi
2 hours
24 hours
Dow Corning

In order to prepare the silicone-coated rod illustrated in Fig.
4, we have mixed the Silastic® silicone base with the Silastic®
curing agent at a ratio of 10:1 and slowly passed a 20 cm
optical fibre with a hard coating through the material. The
rods were then hung inside a fume hood to cure for 24 hours.
Kevlar® [4] thread was later used to loosely wrap a singlemode fibre optic (1550 nm operating wavelength, SMF-28,
Corning) to the silicone-coated rod as illustrated in Fig. 5.

Fig. 4. Silicone-coated rods.

Optical fibre is a dielectric waveguide that utilises light to
transfer data between the two ends of the fibre and has three
main components as illustrated in Fig. 6. When laser light is
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coupled into the core of the fibre the cladding around the core
will reflect and pass the light through the fibre with minimal
losses.

Fig. 5. Kevlar wrapping.

B. Sensing Method
If an optical fibre is bent through a sufficiently small radius
of curvature, some of the guided light will escape from the core
and cladding. The optical power passing through the fibre will
therefore decrease. There are two types of bending that can
impact the light transmission through the optical fibre. These
are referred to as micro-bending and macro-bending [6]–[9].
Micro-bending happens when the fibre curvature is less than
2 mm in radius over a short length of fibre [10]. In contrast,
macro-bending is a relatively large bend in the fibre that can
cause a more significant loss in the light transmission [Fig. 7].

where N is the number of bumps created by the silicon
expansion, the height of the bumps is noted as h1 , b is the
total fibre diameter, a is the core radius, Ef and E are the
elastic moduli of the fibre surrounding material and the fibre as
described in [13], and ∆ is the fibre refractive index (1.444 at
1500 nm). As can be seen in Eq. 1, the number and the average
height of the bumps can impact the overall transmission loss
due to micro-bending.
We have helically wrapped the Kevlar® to create bumps
with an average distance of 1 mm along the optical fibre.
C. Experimental Lab Test
In order to measure the transmission loss due to microbending in our experimental scenarios in the lab, a measurement system comprising a low power, portable diode laser
source (Kingfisher) and an optical power meter (Newport
Power Meter2 ) was implemented as shown in Fig. 9.

Fig. 6. Structure of SMF-28 optical fibre (cladding diameter 125 µm).

The HCS IoT used the single-mode optical fibre sensor to
detect hydrocarbon inside water monitoring wells by creating
micro-bending through swelling of the silicone-coated rod.

Fig. 7. Schematic illustration of micro-bending and macro-bending in optical
fibres.

When the sensor is exposed to hydrocarbon, absorption
of the fuel into the polymer matrix of the silicone-coated
rod will cause volumetric expansion [11]. This expansion
generates pressure that is transferred to the optical fibre by the
Kevlar® thread and can consequently cause micro-bending of
the optical fibre [Fig. 8].

Fig. 8. Micro-bending generated by the silicone-coated rod.

As shown in [6], [12], [13], the micro-bending induced
attenuation increase (γ) in optical fibre is given by:

a4 E 3/2
γ = N hh i 6 (
)
b ∆ EF
2

(1)

Fig. 9. Experimental test-bed.

To connect the sensor to the laser source, an optical fibre
patch cord was cut in half and the optical sensor was spliced
to one of the half patch cords. On the power meter side a
cleaved fibre could be connected directly to the coupler of the
power meter.
The sensitivity of the sensor assembly has been examined
when it is in contact with pure water and a mix of water with
fuel. The experiments used 91 octane unleaded petrol [14].
The laser light was coupled into the optical fibre which
was connected to the sensor rod. The transmitted light was
measured by the power meter at the other end of the optical
fibre. The micro-bending experienced by the fibre was detected
as a reduction in intensity of the transmitted light, measured
as power in micro-Watts (µW).
Fig. 10 shows data collected from the power meter with the
sensor in three different conditions, as follows:
(a) In pure water before exposure to the fuel;
(b) During exposure to fuel in the water (Sensing);
(c) Recovery after evaporation of the fuel.
The results show excellent sensitivity and a fast response to
the introduction of the fuel, together with a rapid recovery
once the fuel evaporated. When deployed in actual ground
1 Chevron brackets (hi) are used in the equation to denote the average of
the bumps heights (h)
2 https://www.newport.com
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Fig. 10. Sensing response to hydrocarbon at room temperature.

water monitoring wells, the lab-grade optical power meter
may be replaced with cheaper alternatives such as Arduino3
compatible optical power meters [15].
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IV. C ONCLUSION
Continuous, real-time hydrocarbon sensing is one of the
most important challenges associated with fuel storage, as
leakages can lead to expensive contamination and pollution
issues. This paper describes a hydrocarbon sensing IoT that
can address this issue in a cost-effective way.
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