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Fig. 7. The relationship between the overhead of RSU and the number of
messages.
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Fig. 8.  The relationship between RSU’s overhead and the number of

messages, and the ratio of invalid message signatures in one RSU’s domain
when existing the malicious attacker in our proposed scheme.

data, we can get the relationship between the total overhead
of the message authentication and the number of vehicles
in one RSU’s domain when all of batch authentication pass
successfully, as shown in Fig. 7.

It can be seen from Fig. 7 that the efficiency of our scheme
is significantly better than that of other schemes when the
system does not have any invalid signature.

In the real VANETS scenario, there are often malicious
attackers which may produce invalid signatures. In this case,
it would be very time-consuming if the RSU verifies the
message signatures independently because the batch authenti-
cation have a high probability to fail. In our proposed scheme,
the task to find invalid signatures is outsourced to ECVs, and
the RSU just needs to check the results from ECVs. Let n
indicate the number of messages in one RSU’s domain, and
€ indicate the percentage of invalid signatures. When there
is at least one invalid signature, the overhead of the RSU is
Trsy = ne - 1.326 + 0.4696 (n — ne) + 0.884 = 0.8564n¢e +
0.4696n + 0.884 ms. Fig. 8 shows the relationship between
the overhead of the RSU and the number of messages, and
the percentage of invalid message signatures in this situation.

As is shown in Fig. 8, even the invalid message signature
ratio is as high as 0.1 (the literature [29] pointed out that the
attacker can compromise at most 10% vehicles), the RSU can
verify more than 500 messages which contain 10% invalid
messages within the message update period of the vehicle,
i.e., 300ms. While the other scheme [14] do not employ the
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Fig. 9.  The relationship between RSU’s overhead and the number of
messages, and the ratio of invalid message signatures in one RSU’s domain
when existing the malicious attacker in Chim et al.’s scheme.

TABLE V
COMPARISON OF COMMUNICATION COST

Scheme The structure of message  The length of message/byte
Chim et al. {PID;, M;,0;} 384

He et al. {PID;, R;,0;,T;} 144

Zhang et al. {PID;,o;,T;} 388

The proposed  {PID;, 04, T;} 84

idea of edge computing, the binary search method combined
with batch authentication is executed on RSU’s side. If the
ratio of the invalid signatures is slightly larger, the overhead of
the RSU would be very large and we can see the phenomenon
from Fig. 9. Comparing Fig. 8 with Fig. 9, we can draw
a conclusion that the RSU in our proposed scheme has a
significantly lower authentication overhead.

In terms of the vehicle, the general vehicle is same with
that in Chim et al.’s scheme except in case 4, that is, there
is no message authentication overhead. And we will analyse
case 4 in the follow subsection.

B. Communication Cost Analysis

In this subsection, we analyze the communication cost of
relevant ID-based schemes for VANETS. Since the sizes of
p and p are 64 bytes and 20 bytes respectively, the sizes of
the elements in group G| and G are 128 bytes and 40 bytes
respectively. Besides, let the sizes of the hash function’s output
and timestamp be 20 bytes and 4 bytes respectively. The
comparison of computation costs is presented in Table V.

In Chim et al.’s scheme [13], the vehicle broadcasts the
pseudo identity and signatures {PID;, M;, o;} to the verifier,
where PID; = {PID}, PID?}, PID}, ID?, o; € G,. There-
fore, the communication cost of their scheme is 128 x 3 = 384
bytes. In He et al’s scheme [15], the vehicle broadcasts
the pseudo identity and signatures {PID;, R;, o;, T;} where
PID; = {PID}, PID?}, PID}, PID? R; € G. Therefore,
the communication cost of their scheme is 40 x 3 + 20 +
4 = 144 bytes. In Zhang et al’s scheme [11], the vehicle
broadcasts the pseudo identity and signatures {PID;, c;, T;}
where PID; = {PID}, PID?}, PID!,PID? s; € Gi.
Therefore, the communication cost of their scheme is 128 x
3+4 = 388 bytes. In our proposed scheme, the vehicle broad-
casts the pseudo identity and signatures {PID;, o;, T;}, where
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PID; = {PID}, PID}}, PID!,R; € G, 0;, PID} € Z.
Therefore, the communication cost of our scheme is 40+ 20 x
2 + 4 = 84 bytes.

C. Analysis on Cuckoo Filter

In this subsection, we analyze the cuckoo filter approach
because the cuckoo filter have the relatively small false pos-
itive rate, which refer to the probability of falsely rejecting
the null hypothesis for a particular test. The false positive rate
has an influence on the efficiency of our proposed scheme.
The following work shows that the impact is very small.

According to [23], the false positive of the cuckoo filter
rate is Pr(FP) =1 — (1 — 1/2/)?, in which f refers to the
fingerprint size of the item, b refers to the bucket size. Here,
we set b = 4 because four buckets can achieve more than 95%
space utilization rate [23]. Thus, the probability of case 3 is
Pr(cased) =1— (1 — Pr(FP))> =1— (1 — (1 — 1/27)%2.
We can find that the larger the value of f, the lower the
value of Pr(case4) and the larger space overhead the cuckoo
filter. So we need adaptively change the value of f. When
f = 12 bits, Pr(cased) drops to about 0.00195. That is,
if there are 1000 signatures which the RSU in a batch,
on average only 2 signatures will be affected by the false
positive and need the cuckoo filter receiver to authentication
the signatures independently. The use of cuckoo filter will
bring more computation and communication overhead.

First, we analyze the computation overhead. In order to get
the overhead of the insert and query operation, we calculate the
two operation execution time in the cuckoo filter which is writ-
ten in C++ with the parameter settings as shown in Table VI.
And we find that the execution time of 1000000 times oper-
ations of insertion Teyckoo—insers and query Teyckoo—query are
173ms and 66ms respectively. So we can get a conclusion that
the insertion and query operation overhead of cuckoo filter
can be neglected. However, when case 4 happens, the vehicle
need to verify the message signature independently which
will bring extra computation overhead. So the vehicle which
needs to query one message has the average computation
overhead Ty = Pr(cased) - 3Tgm—ccc + Teuckoo—query =
1.326(1 — (1 — (1 — 1/29)"2) + Teyckoo—query ms. Using the
above parameter settings, the average computation overhead
for the cuckoo filter query operation is only about 0.00265ms
which is negligible.

Next, we analyze the communication overhead. We assume
that the RSU need to send n message legitimacy information
and the fingerprint size is 12 bits. After the RSU puts n
fingerprints into the two cuckoo filters, it needs to sign these
filters using an ECDSA signature which is 56 bytes long.
Together with a message header of 2 bytes long, the total
message overhead for verifying a batch of n signatures is
2+ [12n/8] 4+ 56 = [12n/8] + 58 bytes.

D. Analysis on the Selection Strategy on ECVs

RSU can get the instantaneous distance information by
calculating the coordination which is contained in BSM pack-
ets sent from nearby vehicles. It’s noteworthy that knowing
the instantaneous distance is enough to determine whether
the corresponding vehicle is qualified to be the ECV. In our

TABLE VI
CuUCKOO FILTER SETTINGS

Parameter Setting
Bucket size 4

Filter capacity 1000000
Fingerprint size 12 bits
Load factor 95.36%
False positive rate 0.0938%
Number of inserted operations 1000000
Number of query operations 1000000

scheme, the ECV can finish one message authentication task at
most in 500ms in most cases even if the number of messages
reached one thousand. In China, the speed limit in highway
is 120km/h, so the ECV only moved at most a dozen meters
during the message authentication task, which is negligible
compared with the valid max transmission range in DSRC
standard (1000meters) [28].

We test the ECV selection algorithm based on scikit-
fuzzy [30] which is a Python written fuzzy logic library. And
we find that the total computation overhead of fuzzification,
fuzzy roles mapping and defuzzification is only about 1.2ms
on Intel i7-6700 platform. As long as RSU is equipped with
a modern multi-core CPU, the computation overhead of ECV
selection algorithm is negligible for RSU. The following two
reasons guarantee the ECV selection strategy can be carried
out all the time. First, There are always existing many vehicles
moving toward the RSU which means that some of them have
the potential to be ECVs at certain points. Second, the vehicle
always has the extra computation resource.

VI. CONCLUSION AND FUTURE WORK

The instantaneous characteristics of VANETSs significantly
reduce the efficiency of message signing and authentication.
Therefore, this paper introduces an edge-computing concept
to improve the efficiency of message authentication. In our
scheme, the ECVs and RSU share the authentication tasks
of all the vehicles in the domain of the RSU, thus reducing
the burden on the RSU, significantly decreasing redundant
authentication, and improving the operational efficiency of the
entire VANET system. The security analysis results show that
the proposed scheme meets the basic security requirements
of VANETSs. The performance analysis results show that the
performance of the proposed scheme is better than that of the
conventional scheme, making it more suitable for deployment
in real VANET scenarios.

In our proposed scheme, edge computing is only used in
the message authentication process of the VANETS, i.e., only
for computation, without requiring any storage. In the future,
we plan to incorporate edge computing into the VANETS by
allowing high frequency access information to be temporarily
stored in the ECVs to enhance the efficiency of the entire
VANET system.

ACKNOWLEDGMENT

The authors are very grateful to the anonymous referees for
their detailed comments and suggestions regarding this paper.



[1]

[2

—

[3

[t}

[4

=

[5]

[6]

[7]

[8]
[9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]
[25]

[26]

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

REFERENCES

J. Cheng, J. Cheng, M. Zhou, F. Liu, S. Gao, and C. Liu, “Routing in
Internet of vehicles: A review,” IEEE Trans. Intell. Transp. Syst., vol. 16,
no. 5, pp. 2339-2352, Oct. 2015.

Y. Xie, L. Wu, Y. Zhang, and J. Shen, “Efficient and secure authenti-
cation scheme with conditional privacy-preserving for VANETS,” Chin.
J. Electron., vol. 25, no. 5, pp. 950-956, 2016.

S. Jiang, X. Zhu, and L. Wang, “An efficient anonymous batch authen-
tication scheme based on HMAC for VANETS,” IEEE Trans. Intell.
Transp. Syst., vol. 17, no. 8, pp. 2193-2204, Aug. 2016.

S. Zeadally, R. Hunt, Y.-S. Chen, A. Irwin, and A. Hassan, “Vehicular
ad hoc networks (VANETS): Status, results, and challenges,” Telecom-
mun. Syst., vol. 50, no. 4, pp. 217-241, 2012.

Y. Sun, R. Lu, X. Lin, X. Shen, and J. Su, “An efficient pseudony-
mous authentication scheme with strong privacy preservation for vehic-
ular communications,” IEEE Trans. Veh. Technol., vol. 59, no. 7,
pp- 3589-3603, Sep. 2010.

C.-C. Lee and Y.-M. Lai, “Toward a secure batch verification with group
testing for VANET,” Wireless Netw., vol. 19, no. 6, pp. 1441-1449, 2013.
J. K. Liu, T. H. Yuen, M. H. Au, and W. Susilo, “Improvements on
an authentication scheme for vehicular sensor networks,” Expert Syst.
Appl., vol. 41, no. 5, pp. 2559-2564, 2014.

M. Raya and J.-P. Hubaux, “Securing vehicular ad hoc networks,”
J. Comput. Secur., vol. 15, no. 1, pp. 39-68, 2007.

J. P. Hubaux, S. Capkun, and J. Luo, “The security and privacy of
smart vehicles,” IEEE Security Privacy, vol. 2, no. 3, pp. 49-55,
May/Jun. 2004.

C. Zhang, X. Lin, R. Lu, and P.-H. Ho, “RAISE: An efficient RSU-aided
message authentication scheme in vehicular communication networks,”
in Proc. IEEE Int. Conf. Commun. (ICC), May 2008, pp. 1451-1457.
C. Zhang, X. Lin, R. Lu, P. H. Ho, and X. Shen, “An efficient message
authentication scheme for vehicular communications,” IEEE Trans. Veh.
Technol., vol. 57, no. 6, pp. 3357-3368, Nov. 2008.

Z. Jianhong, X. Min, and L. Liying, “On the security of a secure batch
verification with group testing for VANET,” Int. J. Netw. Secur., vol. 16,
no. 5, pp. 351-358, 2014.

M. Bayat, M. Barmshoory, M. Rahimi, and M. R. Aref, “A secure
authentication scheme for VANETSs with batch verification,” Wireless
Netw., vol. 21, no. 5, pp. 1733-1743, 2015.

T. W. Chim, S. M. Yiu, L. C. K. Hui, and V. O. K. Li, “SPECS: Secure
and privacy enhancing communications schemes for VANETSs,” Ad Hoc
Netw., vol. 9, no. 2, pp. 189-203, 2011.

Y. Liu, L. Wang, and H. Chen, “Message authentication using proxy
vehicles in vehicular ad hoc networks,” IEEE Trans. Veh. Technol.,
vol. 64, no. 8, pp. 3697-3710, Aug. 2014.

D. He, S. Zeadally, B. Xu, and X. Huang, “An efficient identity-based
conditional privacy-preserving authentication scheme for vehicular ad
hoc networks,” IEEE Trans. Inf. Forensics Security, vol. 10, no. 12,
pp- 2681-2691, Dec. 2015.

H. Zhong, J. Wen, J. Cui, and S. Zhang, “Efficient conditional privacy-
preserving and authentication scheme for secure service provision
in VANET,” Tsinghua Sci. Technol., vol. 21, no. 6, pp. 620-629,
2016.

W. Shi, J. Cao, Q. Zhang, Y. Li, and L. Xu, “Edge computing: Vision
and challenges,” IEEE Internet Things J., vol. 3, no. 5, pp. 637-646,
Oct. 2016.

W. Shi and S. Dustdar, “The promise of edge computing,” Computer,
vol. 49, no. 5, pp. 78-81, 2016.

X. Lin, R. Lu, C. Zhang, H. Zhu, P-H. Ho, and X. Shen, “Security
in vehicular ad hoc networks,” IEEE Commun. Mag., vol. 46, no. 4,
pp. 88-95, Apr. 2008.

V. Miller, “Use of elliptic curves in cryptography,” in Proc.
Adv. Cryptology—CRYPTO. New York, NY, USA: Springer, 1986,
pp. 417-426.

N. Koblitz, “Elliptic curve cryptosystems,” Math. Comput., vol. 48,
no. 177, pp. 203-209, 1987.

B. Fan, D. G. Andersen, M. Kaminsky, and M. D. Mitzenmacher,
“Cuckoo filter: Practically better than bloom,” in Proc. 10th ACM Int.
Conf. Emerg. Netw. Experim. Technol., 2014, pp. 75-88.

P. Hijek, Metamathematics of Fuzzy Logic (Trends in Logic), vol. 4.
1998, pp. 155-174.

W. Pedrycz, Fuzzy Control and Fuzzy Systems, 2nd ed. Baldock, U.K.:
Research Studies Press, 1993.

D. Pointcheval and J. Stern, “Security arguments for digital signatures
and blind signatures,” J. Cryptol., vol. 13, no. 3, pp. 361-396, 2000.

[27]

(28]

[29]

[30]

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS

Shamus Software Ltd. MIRACL Library. Accessed: May 1, 2015.
[Online]. Available: http://www.shamus.ie/index.php?page=home

J. B. Kenney, “Dedicated short-range communications (DSRC) standards
in the United States,” Proc. IEEE, vol. 99, no. 7, pp. 1162-1182,
Jul. 2011.

J.-L. Huang, L.-Y. Yeh, and H.-Y. Chien, “ABAKA: An anonymous
batch authenticated and key agreement scheme for value-added services
in vehicular ad hoc networks,” IEEE Trans. Veh. Technol., vol. 60, no. 1,
pp. 248-262, Jan. 2011.

F. Pedregosa et al., “Scikit-learn: Machine learning in Python,” J. Mach.
Learn. Res., vol. 12 no. 10, pp. 2825-2830, 2012.

Jie Cui received the Ph.D. degree in computer
science and technology from University of Science
and Technology of China in 2012. He is currently
an Associate Professor with the School of Computer
Science and Technology, Anhui University, China.
He has authored over 50 papers. His current research
interests include applied cryptography, Internet of
Things security, vehicular ad hoc networks, and
software-defined networking.

Lu Wei is currently a Research Student with the
School of Computer Science and Technology, Anhui
University, Hefei, China. His research focuses on
vehicle ad hoc networks.

Jing Zhang is currently a Research Student with
the School of Computer Science and Technology,
Anhui University. Her research interest is vehicle ad
hoc networks.

Yan Xu received the Ph.D. degree from University
of Science and Technology of China in 2015. She is
currently a Lecturer with the School of Computer
Science and Technology, Anhui University. Her
research interests include network and information
security.

Hong Zhong received the Ph.D. degree from Uni-
versity of Science and Technology of China in 2005.
Since 2009, she has been a Professor with the
School of Computer Science and Technology, Anhui
University, China, where she is currently the Dean.
She has authored over 100 papers. Her research
interests include applied cryptography, Internet of
Things security, vehicular ad hoc networks, and
software-defined networking.



